CYBERSECURITY IMPERATIVES FOR SFM

Safeguarding Production Continuity, Intellectual Property

& Supply Chain Integrity in the Industry 4.0 Era

A Comprehensive Cybersecurity & Data Governance Framework



Threat Identification: External Threats

™ Attacks like ransomware campaigns are more prone to manufacturing

because of its high downtime consequences, and attackers use loT

misconfigurations and remote access weaknesses to access the system [1].

ICS threat modelling exposes poor segmentation and insecure

protocols that foster horizontal movements across the OT networks [8].

Infiltration of the supply chain is a serious threat, with the third parties
potentially having access to the production environment of SFM

through breached systems [7].

The case of the JLR cyberattack illustrates the fast increase in external

threats in the situation where governance gaps are present in the

network of interconnected manufacturing systems [10].

Threat Type Target Vector Impact Level
Ransomware /I:;I'C/esRsemote HIGH
ICS Exploitation OT Networks HIGH
Supply Chain ;;isrt‘i;f:rty HIGH
Advanced Persistent Threats Multi-Vector CRITICAL

Table 1: External Threat Landscape for SFM
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Threat Identification: Internal Threats

_ _ Root Causes of Security Incidents
. The most common weakness is human error, and engineers have an
[

opportunity to go around security measures and engineers are prone

to social engineering [3]. ® Human Error

m Weak Auth

o _ M Insider Threats
Poor authentication and workarounds lead to the existence of attack
P W Unpatched Systems

vectors that are not seen in ICS and loT systems. Other

D Lack of behavioural monitoring and inadequate access control increase

the threat of insider attacks, both intentional and not.

A Internal vulnerabilities tend to be catalysts that increase the effect of

outside attacks, particularly in hybrid IT-OT setups.




Security Policies: International Framework Alignment

NIST CSF L|fecycle

Figure 1: NIST Cybersecurity Framework Lifecycle

Focus Area 1 Access Control & Cryptography |dentify & Protect Confidentiality

Focus Area 2 Incident Management Detect & Respond Integrity

Focus Area 3 Asset Protection Recover Availability

SFM Application Policy backbone for governance Continuous risk assessment cycle Safety-critical ICS decisions

Table 2: Comparison of International Security Frameworks

PO The ISO 27001 offers a well-organized governance over the access controls, cryptography, incident management and asset protection, which

is the basis of the policy architecture of SFM.

s The CIA Triad concepts make sure that confidentiality, integrity and availability are taken into consideration in all policy decisions, especially,

safety critical ICS systems.

The policies should be tailored to the hybrid environment of SFM, where the IT and OT systems need controls that are differentiated and

integrated, at the same time.



Security Policies: Supply Chain & Data Governance

To reduce the risks of third-party infiltration, it is important to Key Control Measure

strengthen the supplier agreements with compulsory cybersecurity Supplier Contracts Mandatory cybersecurity clauses
AT (2] Vendor Assessment Continuous compliance monitoring
The assessment of the vendor risk and continuous monitoring of Data Protection Encryption & audit trails

compliance also make sure that the security standards of SFM are o Seauriy e e

maintained by the external partners.

Table 3: Supply Chain & Data Governance Controls

—
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a Fine-grained access control, encryption and audit trails should be

Y 1.0
‘‘‘‘‘
AR

included in data governance to safeguard sensitive production data [11].

........

& Manufacturing systems using clouds need stringent policies on the use

of data to avoid unauthorised access and leakage of data.



Mitigation Measures: Technical Controls

'7 Defence-in-depth architecture of network, application, endpoint and

data layers minimizes exploitability and minimizes attacks.

70 IDS/IPS and SIEM systems offer real-time threat detection and analytics,

which is needed to detect anomalies in ICS and loT environments.

’ Vulnerabilities added in the process of IloT retrofitting are mitigated
with the help of secure configuration baselines, patch management, and

firmware updates [6].

X The isolation of IT and OT networks is very essential in averting cross-

domain compromise in the face of cyberattacks.
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Mitigation Measures: Human-Centred Controls

o

&8 Multi-factor authentication and role-based access control help to

Focus Systems & Networks  People & Processes
minimize the misuse of privileges and compromise of [3].
Key Tools SIEM, IDS, Firewalls ~ RBAC, MFA, Training
Response Automated Behavioural
1“2 User activity can be tracked to identify abnormal behaviour in users Strength Real-time detection  Cultural change
and identify insider threats or compromised accounts early. Weakness Zero-day gaps Human variability

Table 4: Technical vs. Human-Centred Controls

~ Periodic phishing exercises, and training based on scenarios enhance

employee awareness and decrease exposure to social engineering.

O Key Insight
W

4 () - i
I Human-centred controls are used to supplement technical measures to A balanced approach combining both technical and human-centred controls

form an effective and robust security posture. delivers the most resilient security posture.



Monitoring & Incident Response

- SIEM systems are used to bring together log gathering and threat
analytics to ensure that there is continuous monitoring in IT and OT

settings.

o Digital twins are used to model the behaviour of cyber-physical
systems, which is then used to make proactive decisions about

anomalies and predictive response to an incident [15].

{} The detection, containment, eradication, and recovery will be the main
components of a structured incident response cycle that will guarantee

quick and coordinated response when breaches occur [14].

Q. The forensic analysis and post-incident reviews enhance organisational

learning and policy improvements.

Incident Response Cycle
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RECOVER + POST-INCIDENT REVIEW




Training & Awareness

Target Audience Expected Outcome
" Role training makes sure that engineers, procurement employees and

- Rele-Specifie Engineers, Managers  Competency buildin
managers acquire competencies that are related to their risk exposure  Training & ’ & P Y &
Cyber4Me :
[5]. Framework All Staff Personalised pathways
z?rirllg’tgions All Staff Vigilance improvement
‘. CyberdMe framework enhances individualised awareness pathways,
which enhance engagement and change of behaviour [12]. NeVElEiee Al Stz FuETEnEss Elseelng
el Senior Management Cultural normalisation
Engagement

Table 5: Training & Awareness Program Components
« Ongoing awareness campaigns of phishing exercises, newsletters,

: : : : s @ Cybersecurity Awareness Training: A Vital Security Strategy
visual icons and reminders incorporate cybersecurity in the

organisational culture [13]. ‘ |
O /%)
| (@)

say  Secure behaviours should be normalised and accountability reinforced PASSWORD
SECURITY MALWARE

with the involvement of leadership.
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Conclusion & Strategic Recommendations

SFM needs to implement a multi-layered approach to cybersecurity that combines both technical and human-centred

interventions and governance frameworks.

Policy development and continuous improvement should be based on ISO 27001 and NIST CSF.

Resilience-specific digital twins and ICS-specific measures of resilience will greatly improve detection and response in case of

emergency investment in SIEM.

Cybersecurity embedded in organisational culture through training, creation of awareness and involvement of leaders is a long-

term resiliency and competitive advantage.

Cybersecurity is not a destination — it is a continuous journey of vigilance and adaptation.
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